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Abstract- Internet of Things (IoT) is a novel paradigm that aims at bridging the gap between the physical world and its 

representation within the digital world. The physical devices, such as sensor devices, which monitor and gather all types 

of data on machines and human social life are the constituents of IoT ‘things’. The sending and receiving of data are 

carried out by these ‘things’ in IoT with the help of a communication network. Data aggregation in the internet of things 

comprises of collecting data from different objects and representing it in a summarized form. Data Aggregation aims at 

decreasing the number of transmissions among the things on the internet of things framework. The effectiveness of the 

data aggregation method employed is a key factor in the success of IoT systems in terms of efficiency and data freshness. 

Different data aggregation methods have been proposed in the recent past, which include – Tree Based, Cluster-Based 

and Centralized data aggregation methods. The paper aims at the detailed study of the current state-of-art data 

aggregation methods in the Internet of Things along with the analysis of these methods. Each data aggregation method is 

supported by the well-designed architectures. 
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I. INTRODUCTION 

Internet of things (IoT) provides integration of various sensors and objects that can communicate directly with one 

another without human intervention. The “things” in the IoT include physical devices, such as sensor devices, which 

monitor and gather all types of data on machines and human social life[1][2]. The IoT enables physical objects to 

see, hear, think and perform jobs by having them “talk” together, to share information and to coordinate decisions. 

The IoT transforms these objects from being traditional to smart by exploiting its underlying technologies such as 

ubiquitous and pervasive computing, embedded devices, communication technologies, sensor networks, Internet 

protocols and applications[3][4]. According to the GSMA, this amounts to $1.3 trillion in revenue opportunities for 

mobile network operators alone spanning vertical segments such as health, automotive, utilities and consumer 

electronics[5].  

From a system-level perspective, the Internet of Things is a radical distributed network system composed of 

numerous smart objects that produce and consume information. Within this network, a large number of data nodes 

reside for collecting and storing information from the smart objects, and these data nodes are typically autonomous 

and could vary in many aspects. Due to this inherent feature of distribution, many applications in IoT often require 

information that is distributed on multiple data nodes, demanding these data nodes to cooperate and exchange the 

information to complete tasks[6]. 

Data aggregation comprises collecting data from different objects in the Internet of Things framework and 

representing it in a summarized form. Data aggregation schemes are widely adopted in IoT, not only to minimize the 

energy and bandwidth consumption but also to enhance the security. A trivial approach of data aggregation is to 

simply have all the objects send their raw data to a single, centralized location, and perform aggregation functions 

directly on these raw data[7]. Connectivity, sensing, and interactivity among objects are considered as the main 

features of the IoT. Despite the heterogeneity of the IoT devices, the data in IoT applications such as smart home, 

smart city, and smart energy services can be easily combined, correlated, compared and merged to match the 

people's needs and requirements. Batteries with limited power supply typically power devices in IoT. Therefore, it is 

necessary to improve the lifetime of long-term applications such as continuous environmental monitoring. On the 

other hand, the rate of generated data is usually huge for processing by means of the base station. Therefore, 

aggregation of the data from various sites as an efficient method is utilized within the network in which nodes are 

resource and energy constrained. The fundamental purpose of the data aggregation strategy is to aggregate and 

collect data packets in an effective manner in order to improve energy consumption, network lifetime, traffic 

bottleneck, and data accuracy. In addition, eliminating redundancy and decreasing the amount of transferred data 

will save energy. Data aggregation efficiency depends on the network design and the size of sensing data. Because 

the size of sensing data is large, it is forced to reduce the top communication in the network. In addition, the 

malicious attacker in the process of the data aggregation may attack the aggregator nodes. Therefore, if the middle 

node is compromised, the base station cannot assure the accuracy of the aggregated data[8]. The general scenario of 
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transmitting the data to the base station without aggregator and with an aggregator is illustrated in Figure 1. (a) & (b) 

respectively. 

 

 
 

Figure 1 (a). Transmitting data to Base Station without Data Aggregation (b). Transmitting Data to Base Station 

using Data Aggregation 

 

As can be visualized from Figure 1 (a), the base station receives as many data packets as the number of sensor nodes, 

thereby wasting the bandwidth and increasing the burden on the network. However, in Figure 1 (b), the base station 

receives only one summarized packet from the aggregator node. It adds to the efficiency of the network on a whole. 

 

1.1 Advantages of Data Aggregation in IoT – 

Aggregating data from different sensor nodes and sending it as an aggregated packet to the base 

station/sink/collector offers several advantages as compared to sending the data separately from each node/sensor. 

These are given as follows [8]:  

 It helps to improve the efficiency and accuracy of information. 

 Specific redundancy exists in the data gathered from nodes, so aggregation is required to decrease the 

unnecessary information. 

 It decreases the traffic load and saves energy of the nodes. 

 It improves the Quality of Service parameters of the network.  

The above-listed advantages compel the researchers to focus more on data aggregation and the mechanisms that 

would increase the efficiency of these techniques in order to improve the Quality of Service Parameters of the 

network.  

 

II. LITERATURE SURVEY OF DATA AGGREGATION METHODS IN IOT 

The Literature Survey of each of the methods is discussed separately starting from Tree-Based data aggregation 

method followed by the cluster-based data aggregation method and at last Centralized data aggregation method. 

 

2.1 Tree-Based Data Aggregation Method – 

The authors in [9] have presented an approach for building a high-efficiency index tree, for establishing sensor nodes 

into a tree hierarchy, where sensor nodes are in skew distribution. Multi-region queries are aggregated and performed 

effectively. The main contributions of the method are combining neighbor sub-regions where the message forwarding 

distances between two sub-regions. This mechanism guarantees that upper-level sub-regions have less dead space 

compared with current similar approaches. Thus, queries leveraging have less energy consumption than that of the 
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current index tree-based mechanisms. This mechanism is more energy efficient according to the experimental results. 

However, it does not consider the nodes heterogeneity. 

The authors in [10] have proposed a lifetime balanced data aggregation for IoT. It is controlled by an application 

specified end-to-end delay requirement. The IoT network lifetime and the end-to-end network constraints are 

increased in the suggested model while guaranteeing the required data delivery delay. In this scheme, the authors have 

focused on the network lifetime from the perspective of device lifetime. The aggregation delays of adjacent devices 

are adjusted together in a collaborative fashion in order to balance the lifetime among them without increasing the 

end-to-end delay. In addition, the adjustment of aggregation delays only happens locally between neighbors. 

Furthermore, dealing with network heterogeneity and dynamics in a timely manner is considered as its ability, since 

the adjustment of aggregation delays is started as soon as the lifetime between adjacent devices becomes unbalanced 

due to network vicissitudes. It is able to regulate aggregation behaviors dynamically to the network changes such as 

packet loss, route switching, etc. Therefore, it is applicable to practical scenarios. Eventually, a tradeoff between 

network lifetime and end-to-end delay is achieved through the heterogeneous networks. In addition, the accuracy of 

the results is improved through the battery leakage issue in this mechanism. However, it does not get better results to 

work with multiple sinks.  

The authors in [11] have proposed Hitch-Hiker as a component binding model to support multi-hop data aggregation 

and handle data aggregation in the IoT. In this mechanism, the bindings are classified into high or low priority. The 

metadata is used in this mechanism. The component bindings provide metadata to make a multi-hop data aggregation. 

A central meta-manager is used to perform route discovery on multi-hop network in order to support low priority 

traffic end-to-end routing. In addition, this mechanism has some benefits such as energy consumption and latency 

improving and tolerates data loss. However, the issues of accuracy and heterogeneity of the nodes are not considered.  

The authors in [12] have proposed a method to provide the efficiency and security in the IoT data aggregation. In this 

mechanism, the computational and communication limitations are related to the IoT network while incorporating 

security features are associated with designing a perfect secure data aggregation method. Therefore, this mechanism 

guarantees security, whereas it suffers from high traffic load.  

The authors in[13]have presented a data aggregation approach and explained the requirements and implementation for 

applying it to a wide area network to support IoT traffic. From the architectural viewpoint, the mechanism creates 

overlay networks, which reduces the packet-processing load in a router and create a logical network based on the 

types of information over the Internet. This mechanism only can aggregate packets and does not change the 

information in a packet. Therefore, this method is reversible and protects the information in the payload. With the 

proposed aggregation method, the burden on the core network and energy consumption are reduced. However, it 

suffers from high latency.  

In the end, authors in [14] have offered a secure data aggregation method for IoT. The offered mechanism encrypts 

the sensor data by elliptic-curve based seed exchange algorithm and Hilbert-curve based data transformation. 

Therefore, tracing an actual value even though the attackers is very problematic. The proposed data aggregation 

method outperforms the current methods in terms of privacy and energy preservation according to the performance 

analysis. The tree-based architecture is been chosen to perform intermediate aggregations. The authors suppose that a 

desirable data aggregation method should satisfy the privacy-preservation, efficiency, accuracy, and data integrity 

criteria. The above-discussed metrics are adopted to discover the space and perform a tradeoff among the algorithms. 

The network lifetime and the aggregated data participation rate in this mechanism have got more progress compared 

to the existing methods, but it suffers from a high traffic load. 

 

2.2 Cluster-Based Data Aggregation Method– 

The authors in [15] have proposed a secure and scalable IoT storage system in terms of security, scalability, 

flexibility, and reliability to achieve the necessities for data mining and analytics with large aggregate data. The 

system design is based on a revised secret sharing scheme to accomplish data security without complex key 

management. A distributed IoT storage infrastructure is organized to offer scalability and reliability at the system 

level. Multiple IoT storage servers can be aggregated or separated freely based on the requirement. The suggested 

mechanism tolerate packet loss. However, the low availability of the dispatcher and high traffic load are the 

weaknesses of this mechanism. 

The author in [16] has proposed a Chinese Remainder Theorem (CRT) based on a coding algorithm for data 

aggregation in the IoT. This mechanism is suitable for sensing data. The advantage of CRT transform is that it makes 

a big sensing data shorter as a form of multiple residues. In the proposed mechanism, the aggregator node receives all 

sensing data, performs the aggregation process and transmits the result to the decision server. In addition, the 

proposed mechanism will transform sensing data into residue data, and then aggregate residue data as the report. The 
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aggregated residue data can restructure the original report. The mechanism reduces the traffic load and improves data 

transmission efficiency. However, the accuracy of the final aggregation result is low.  

The authors in [17] have proposed a privacy-preserving aggregation scheme suited to IoT and allow multi-attribute 

aggregation for clusters of entities while letting for privacy-preserving value correlation. This mechanism enables 

aggregating data concerning several attributes of each entity in a single operation ensuring data authenticity and 

privacy. In addition, the scheme can deal with large-scale situations, which allows detecting malicious manipulation 

of aggregated data. Specifically, the goals of the proposed mechanism are included as privacy preservation, collusion 

resistance verifiable aggregation and correlative aggregation. This mechanism achieves correlative aggregation, 

which enables the sink to get both the overall aggregated value and the correlation between attribute values. In 

addition, a misbehaving aggregator discovery procedure is presented to stay away from malicious aggregators. This 

mechanism is appropriate to be used in large-scale IoT environments, which has one central server and many nodes 

running on an application according to the experimental results. Whereas, it suffers from high latency. 

The authors in [18] have offered a cross-layer scheme for data aggregation in the IoT applications. The mechanism 

handles mobile ad-hoc environments without assuming any static infrastructure. In addition, it ensures failure 

tolerance and operates both on application and network layer. The mechanism has a number of benefits such as 

reducing traffic load and increasing actual residual energy, but it suffers from high latency. 

 

2.3 Centralized Data Aggregation Method – 

The authors in [19] have offered an architecture for data aggregation IoT platform consists of WSN with traditional 

ICT infrastructures, with data delivery support based on publish-subscribe. In addition, it has presented a complete 

risk analysis by considering the integrity, availability, and confidentiality. The experimental results of a case study 

were evaluated by laboratory-scale execution of the IoT-based applications. However, the complexity of data 

aggregator platforms exposes these infrastructures to an extensive variety of security threats. 

The authors in [6] have proposed a distributed service-oriented architecture to collect information from several data 

nodes, which is common for many IoT applications. This mechanism is scalable because each query node has 

responsibility for its own products and each data node only has responsibility for the collected data by itself. 

Query/Register requests are responded immediately because the addresses of related nodes can be directly resolved 

with the product URIs. Semantic and service-oriented technologies manage the heterogeneity problems in the 

mechanism. This mechanism can reduce the network traffic and would be a flexible mechanism to share data 

between different applications. However, it suffers from low availability and as well as a single point of failure 

problem. 

 

III. DATA AGGREGATION METHODS IN IOT 

Different data aggregation mechanisms in IoT have been proposed from time to time. However, the main mechanisms 

that have been found feasible and efficient for IoT include – Tree-Based, Cluster-Based, Centralized, P2P and 

Distributed Mechanisms. Out of these, the ones mainly focused on include – Tree-Based and Cluster-Based 

Mechanisms. The centralized architecture is by far the most impractical one because storing huge volumes of IoT data 

in a single node can lead to serious scalability issues. The important Data Aggregation Techniques are given as 

follows: 

 

3.1 Tree-Based Data Aggregation Method –  

In Tree-Based Data Aggregation method, all nodes are deployed in form of a tree in the tree-based mechanism, which 

means that a hierarchical and intermediate node can do data aggregation process[20][21]. Figure 2 shows the 

architecture of the data aggregation in this mechanism. A parent node is required in each node to move sensed data. 

Data transmission process starts from leaf nodes till sink and wherein the aggregation process has done by parent 

nodes. The main feature of this mechanism is suggesting an energy efficient data aggregation tree. 

The Tree-based data aggregation method explained in Figure 2 reveals that the source nodes which collect the data 

from different sources are denoted as sensor nodes – sensor 1 to sensor node n. Each sensor node transmits a data 

packet to the nearest aggregator device. The nearest aggregator device is identified by usingdistance as metric. The 

sensor nodes and the chosen aggregator device(s) in the internet of things framework can be represented in the form 

of a graph, G = (V, E) where V – represents the total number of nodes in the network, and E – represents the total 

number of edges/connections between these sensor nodes. Applying any greedy graph algorithm, we can find the 

nearest aggregator corresponding to each of the sensor nodes. The aggregator nodes aggregate the data from the 

source sensor nodes, and send the aggregated/summarized data to the collector/sink/base-station. The algorithm for 

tree-based data aggregation method runs in the quadratic time – O(ElogV). This method is preferable when the 

freshness of data is the prime concern in the application at hand. 
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Figure 2. Tree-Based Data Aggregation Method in the Internet of Things 
 

3.2   Cluster-Based Data Aggregation Method –  

 
Figure 3.Cluster-Based Data Aggregation Method in the Internet of Things 

 

In the cluster-based mechanism, the entire network is divided into various clusters. Each cluster consists of many 

sensor nodes. From each cluster, one node – header node is selected based on election algorithm, which is also called 
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as cluster-head. It will result in reducing the bandwidth overhead as a total number of packets to be transmitted 

less[22]. Cluster-based data aggregation architecture is shown in Fig. 3. 

The architecture of cluster-based method shown in figure 3 reveals that the entire internet of things framework is 

divided into a number of clusters – cluster 1 to n. Each cluster consists of a different number of source nodes each 

transmitting the data to a distinctive node in terms of computation – the cluster head represented as CH in the 

architecture. The cluster heads of each cluster are responsible for collecting the data. Each cluster head in turn 

transmits the collected data to the collector/sink node. The aggregation is performed at the collector node and the 

aggregated data is finally transmitted to the base-station for the necessary operations to be carried out. Each network 

is usually divided into a pre-defined number of clusters – k. The cluster head in each of the clusters is chosen based 

on the calculation of the centroid method.  

 

3.3   Centralized Data Aggregation Method –  

In the Centralized mechanism, each source/immediate node sends the data to the centralized header node via the 

minimum cost route. Header Node is responsible for Data aggregation in this technique, which receives the data from 

the different sensor nodes [23][24]. The header node is computationally stronger than the other nodes. From the 

header node, the aggregated data is forwarded to the base station. Centralized data aggregation architecture is shown 

in Figure 4. 

 

 
 

Figure 4. Centralized Data Aggregation Method in the Internet of Things 

 

The Centralized data aggregation method explained in Figure 4 reveals that the source nodes which collect the data 

from different sensors in all possible directions are associated with the fixed number of intermediate nodes in the 

internet of things network. The intermediate nodes corresponding to a random number of nodes collect and aggregate 

the data from the source nodes. The number of source nodes corresponding to each intermediate node is not fixed. It 

depends upon the scattering of the data sensors in a location. Each intermediate node in the network, in turn, transmits 
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the data to a specific node – Header Node, which transmits the aggregated data as a single packet to the base station. 

The malfunctioning/crashing of the header node can render the whole network useless. This disadvantage makes this 

method literally infeasible for the critical applications[25]. However, it can be very advantageous in the applications 

smaller in size because it has the least overhead among the three methods discussed. 

 

IV. CONCLUSION 

The Internet of Things has emerged as one of the most prolific paradigms of computing in recent times. Data in IoT 

is one of the main entities of the system. Data Aggregation in IoT aims at decreasing the number of transmissions 

among these „things‟. The effectiveness of the data aggregation method employed is a key factor in the success of 

IoT systems in terms of efficiency and data freshness. Three main data aggregation methods in IoT – Tree-based, 

Cluster-based and centralized mechanisms are discussed in terms of the basic architecture and evaluated against 

each other in terms of specific applications and time complexity. 
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